Islamic web pages filtering and categorization by Mohd. Zamry, Nurfazrina
  
 
 
 
 
 
ISLAMIC WEB PAGES FILTERING AND CATEGORIZATION 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
NURFAZRINA BINTI MOHD ZAMRY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
UNIVERSITI TEKNOLOGI MALAYSIA 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
ISLAMIC WEB PAGES FILTERING AND CATEGORIZATION 
 
 
 
 
 
 
 
 
NURFAZRINA BINTI MOHD ZAMRY 
 
 
 
 
 
 
 
 
A project report submitted in partial fulfillment of the 
requirements for the award of the degree of 
Master of Computer Science (Information Security) 
 
 
 
 
 
 
 
 
Faculty of Computing  
 
Universiti Teknologi Malaysia 
 
 
 
 
 
 
 
 
JUNE 2013 
 
 
 
ii 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
“To my Beloved Big Happy Family and Wonderful Best- Friends” 
 
 
 
 
 
 
 
 
iii 
 
 
 
 
 
 
ACKNOWLEDGMENT 
 
 
 
 
 Bismillahiramanirahim. First and foremost, praise to Allah s.w.t to give me 
strength and His blessing to complete this Project. Special thanks to my supportive 
supervisor, Dr. Anazida Zainal for her guidance, advice and knowledge. Without her 
encouragement and patience this research would not have been the same as presented 
here. Not to forget, thanks to all the lecturers for the advice.  
 
 
 Thank you very much Malaysia Government for sponsoring my Master study. 
A bunch of appreciation to the Postgraduate staff for their helps.  A lot of loves to 
my bestfriends, who are always there for me when I’m down. Thanks to my fellow 
classmate for the support and information sharing. 
 
 
 Last but not least, a deepest love to my beloved family for the courage and 
endless prayers for me. May Allah bless you. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
iv 
 
 
 
 
 
 
ABSTRACT 
 
 
 
 
 The Internet creates the world without boundaries where people can get lots 
of information just by surfing the Internet. But still some of the information is not 
genuine and correct. Because of that, some of the practitioners of deviant teachings 
can take this opportunity to attract followers just using the Internet especially to 
distort beliefs of Muslim in Malaysia. Web filtering can be used as protection against 
inappropriate and prevention of misuse of the network, hence, it can be used to filter 
the content of suspicious websites and alleviate the dissemination of such website. 
Currently, process for blocking the deviate teaching website is done manually and in 
addition there are limited web filtering product offered to filter religion content and 
very limited for Malay language. This project is aim to classify deviant teachings 
Website into three categories which is deviate, suspicious and clean. Pre-processing, 
feature selection and classification are process involved in Web filtering process. In 
pre-processing three processes are involved: HTML parsing, stemming and stopping 
to produce the deviant teaching keyword. Three existing term weighting scheme 
namely TF, TFIDF and Modified Entropy are used as feature selection process in 
filtering deviant teaching website while Support Vector Machine (SVM) will be used 
for classification process. Classification is validated by accuracy, precision, recall 
and F1. 300 Web pages were collected from Internet based on three categories: 
deviant teaching, suspicious and clean Web pages.  As a result, M.Entropy shows the 
most suitable term weighting scheme to use in Islamic web pages filtering rather than 
TFIDF and Entropy.  
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ABSTRAK 
 
 
 
 
 “Internet mewujudkan dunia tanpa sempadan di mana orang ramai boleh 
mendapatkan banyak maklumat hanya dengan melayari Internet. Namun, beberapa 
infomasi  dalam talian ini belum pasti yang asli dan benar.. Oleh itu, beberapa 
pengamal ajaran sesat mengambil peluang ini untuk menarik pengikut hanya 
menggunakan Internet terutamanya untuk memutarbelitkan kepercayaan Islam di 
Malaysia. Oleh kerana Penapisan Web digunakan untuk perlindungan terhadap 
laman Web yang tidak berpatutan dan pencegahan penyalahgunaan rangkaian,  
maka, sistem penapisan Web boleh digunakan untuk menapis kandungan laman-
laman web yang mencurigakan dan mengurangkan penyebaran laman web itu. Pada 
masa ini, proses untuk menapis laman Web ajaran sesat dilakukan secara manual 
serta produk penapisan web begitu terhad untuk menapis kandungan agama dan 
sangat terhad dalam Bahasa Melayu. Projek ini bertujuan untuk mengelaskan laman 
Web ajaran sesat kepada tiga kategori iaitu sesat, mencurigakan dan bersih. Pra-
pemprosesan, feature selection dan klasifikasi adalah proses yang terlibat dalam 
proses penapisan Web. Dalam pra-pemprosesan tiga proses terlibat: HTML parsing, 
stemming dan stopping bertujuan untuk menghasilkan kata kunci ajaran sesat. Tiga 
term weighting scheme yang sedia ada iaitu TFIDF, Entropy dan Modified Entropy 
digunakan sebagai feature selection dalam penapisan laman Web ajaran sesat 
manakala Support Vector Machine (SVM) digunakan untuk proses pengelasan. 
Proses pengelasan disahkan oleh ketepatan (Accuracy) , ketepatan (Precision), ingat 
(Recall) dan F1. 300 laman web telah dikumpulkan dari Internet berdasarkan tiga 
kategori: laman web ajaran sesat, mencurigakan dan bersih. Hasilnya, M.Entropy 
menunjukkan skim pemberat istilah yang paling sesuai untuk digunakan dalam 
laman web Islam penapisan berbanding TFIDF dan  Entropy. 
 
 
 
 
